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PHYSICAL FITNESS ASSOCIATION OF HONG KONG, CHINA

TEHELRERES

Information Security Policy

Purpose

The purpose of this Information Security Policy is to establish guidelines for
protecting the confidentiality, integrity, and availability of data and information
systems used by Physical Fitness Association of Hong Kong, China (HKPFA). This policy
ensures compliance with legal and regulatory requirements while safeguarding
member and organizational data.

2.

Scope

This policy applies to all employees, contractors, volunteers, and third-party service
providers who access, process, or store HKPFA’s information assets, including but not
limited to:

a. Member personal data

b. Financial records

c. IT systems and networks
d. Physical access to facilities

Information Security Principles
a. Confidentiality
i Sensitive data shall only be accessible to authorized personnel.
ii. Encryption must be used for storing and transmitting personal or
financial data.
b. Integrity
i Data must be accurate, complete, and protected from unauthorized
modification.
ii. Regular backups shall be performed to prevent data loss.
c. Availability
i Critical systems and data must be available to authorized users when
needed.
ii. Disaster recovery and business continuity plans shall be maintained.

Access Control

a. Role-based access controls (RBAC) shall be implemented.

b. Strong passwords and multi-factor authentication (MFA) are mandatory for
system access.

c. Access rights shall be reviewed periodically and revoked when no longer
needed.

Data Protection
a. Personal data shall be handled in compliance with the Hong Kong Personal
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Data (Privacy) Ordinance (PDPO).
b. Data breaches must be reported immediately to the IT Security Officer.

Physical Security

a. Secure areas (e.g. server rooms, offices) shall be restricted to authorized
personnel.

b. Visitors must be logged and escorted in sensitive areas.

Incident Response

a. Aformalincident response plan shall be followed in case of security
breaches.

b. Allincidents shall be documented and reviewed to prevent recurrence.

Training & Awareness
a. Regular cybersecurity training shall be provided to staff and volunteers.
b. Employees must acknowledge this policy annually.

Compliance & Enforcement

a. Violations of this policy may result in disciplinary action, including
termination.

b. Regular audits shall be conducted to ensure compliance.

Policy Review
This policy shall be reviewed annually and updated as needed.

This policy ensures a structured approach to information security for HKPFA while
aligning with best practices and legal requirements.
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